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Abstract- In recent years, MANET (Mobile ad-hoc network) has turn out into an interesting research 

area among a variety of researchers because of their flexibility as well as independence of network 

infrastructures, like base stations. In the presence of malicious nodes, the network becomes penetrable 

to different kind of attacks. In MANET, routing-attacks are relatively serious. It has number of 

potential-applications that are in completely un-predictable in dynamic environment. Routing protocol 

utilized here are in a form of reactive-routing protocol known as OLSR. This routing protocol route is 

based on demand. In specification based IDS, specific characteristics of vital-objects are being 

investigated with the detection of any abnormality. The proposed work has designed and implemented 

MANET in OLSR routing protocol. The gray hole attack is mitigated using Fuzzy Logic based on rule 

sets to have better routing process and ABC (Artificial Bee Colony) algorithm at superior rate for 

optimizing the route set at novel objective function. The results would be evaluated using Parameters, 

namely, Throughput, BIT (Bit Error Rate), Energy consumption and PDR (Packet Delivery Ratio). 
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1. Introduction 

A network is a group of two or more computer 

systems which are linked together to 

communicate with one another. It is 

a telecommunication network that 

allows computers to exchange data. The 

connections between nodes are established using 

either cable media or wireless media [1]. 
Computer networks differ on the basis of 

physical media used to transmit their signals, 

the communication protocols used to organize 

network traffic, the size of the 

network, topology used in the network [2]. 
MANET is a mobile ad-hoc network. It is self- 

 

configuring network which is infrastructure-less 

in nature. In MANET, different mobile nodes 

are connected through wireless links. Each node 

is free to move i.e. no central controller 

available. The infrastructure less network does 

not need any infrastructure to complete its job. 

In such network, every single node could 

possibly interconnect straight forwardly through 

several other hubs/nodes [5]. So, in such kind of 

network, not a single access point is obligatory 

which used for directing medium access. 
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Figure 1: Basic architecture of MANET 

Mobile Ad hoc network is one of most advanced 

network system for any type of routing or 

communication. It is not only fast but quite 

accurate also. Increasing demands of the recent 

trends have increased level of theft as well. 

Hacking of Ad hoc network path discovery 

process or affecting the search algorithm can be 

seen often in this contrast. Attacks like DDOS, 

Sybil attack were assumed to be very dangerous 

for Ad hoc networks but these days more risky 

security threats have come up in a surprising 

manner. This research work discuss major and 

one of the most advanced security threats in the 

Ad hoc routing and enhancement namely GRAY 

HOLE ATTACK that was primarily given by 

Chris Karlof and David Wagner in 1990s. In this 

attack, the nasty or malicious node acts as 

normal node and even drops the packets or 

message that are passed through them, therefore, 

the concept of hiding the important data to 

transfer to the next node or destiny node. This 

research work also aims to mitigate the effects 

of this attack by designing a unique fitness 

function which is applied over fuzzy logic 

provides the human reasoning capabilities. 

Fuzzy logic starts with and builds on a set of 

user-supplied human language rules. The fuzzy 

systems convert these rules to their 

mathematical equivalents. This simplifies the 

job of the system designer and the computer, and 

results in much more accurate representations of 

the way systems behave in the real world and 

ABC method which is one of the most recently 

defined algorithms by Dervis Karabogain 2005, 

motivated by the intelligent behaviour of honey 

bees. ABC as an optimization tool provides a 

population-based search procedure in which 

individuals called foods positions are modified 

by the artificial bees with time and the bee’s aim 

is to discover the places of food sources with 

high nectar amount and finally the one with the 

highest nectar. 

2. Related Work 

Yong-Feng Dong, Jun-Hua Gu (2007) 

anticipated a combinational algorithm that 

derive since the qualities of Genetic Algorithm 

and Ant Colony Algorithm toward solving 

sharing system preparation difficulty. The 

simulation shows that the novel algorithm is 

efficient in solving division system preparation 

difficulty. Kwashie A. Anang et al (2011) 

proposed the implementation result of Dynamic 

Source Routing- DSR protocol in wireless 

channel. From the implementation results, it has 

been concluded that there are some propagation 

parameters like end to end delay, SNR, power 

ratio that also affects the performance of the 

DSR protocol. .B Chikha et al (2011) assessed 

routing protocol in MANET e.g. AODV and 

dynamic source routing protocol (DSR's) 

exhibitions for IEEE 8o2.15.4/ZigBee. The 

assessment is in terms of packet loss, packet 
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delivery ratio, system throughput, and end delay 

and energy consumption. The authors have 

examined different reproduction situations, 

changing system and activity densities and 

utilized the system test system Ns2. Ashok 

M.Kanthe et al (2012) presented the 

performance examination of the Dynamic 

Source Routing- DSR and Ad hoc on-demand 

routing protocol- AODV protocol in terms of 

end to end delay, packet ratio and throughput. 

From the simulation results, it has found that 

AODV performs better than DSR in terms of 

packet drop ratio and end to end delay in 

comparison to DSR and the whole simulation is 

done in Network Simulator (NS)-2 

environments. Bharat Bhushan and Sarath S. 

Pillai (2012) listed out a comparative study of 

Particle Swarm Optimization (PSO) and Firefly 

Algorithm (FFA) with simulation results 

approved on a number of normal benchmark 

function. By means of evolutionary methods and 

performance of biotic mechanism of nature, a lot 

of optimization algorithms were made. Istikmal 

(2013) utilized the routing algorithm in MANET 

and the improvement is done on the DSR 

(Dynamic Source Routing) which is routing 

protocol utilizing ACO algorithm. At that point, 

the author has investigated and assessed the 

execution of this routing algorithm in different 

situation and contrasted the outcome and 

standard DSR routing protocol. Ting Lu et al 

(2013) presented the energy efficient GA 

algorithm to determine the nature of quality of 

service (QoS) issue, which is NP-complete. The 

proposed GA optimization algorithm relies upon 

limited end-to-end delay and less energy 

consumption of the multicast tree. Experiment 

results demonstrate that the proposed algorithm 

is viable and effective. Ahmed Shariff et al 

(2013), showed Mobile Ad-Hoc Networks 

(MANETs) bein characterized by the lack of 

infrastructure, dynamic topology, and their use 

of the open wireless medium. Black-hole attack 

represents a major threat for such type of 

networks. The author has presented an extensive 

survey of the known black-hole detection with 

the prevention approaches with the presentation 

of new dimensions for their classification. 

Mariappan Kadarkarainadar Marichelvam et al 

(2014) proposed firefly algorithm to take care of 

half flowshop planning issues with two targets. 

Makespan and mean flow time as the target 

functions are considered. Computational 

experiments have been done to assess the 

execution of the proposed method. The results 

have demonstrated the proposed calculation 

beats numerous different meta-heuristics in the 

literature. 

3. Simulation Model 

Gray hole attack is one of the most common 

attacks made against the reactive routing 

protocol in MANETs. It involves malicious 

node(s) fabricating the sequence number, hence, 

pretending to have the shortest and freshest route 

to the destination. Numerous studies have 

attempted to devise effective detection methods 

for this attack. The aim of this research is to 

investigate gray hole detection methods within 

the scope of OLSR reactive routing protocol. In 

proposed work, we have focused on OLSR 

routing protocol with ABC to identify gray hole 

attack in MANET using fuzzy logic based on 

rule sets and then classification of active nodes 

is done. The fuzzy rule sets overcome the 

problem which was not solved by existing 

techniques. The fuzzy logic technique is very 

easy to implement and produce precise output by 

removing various ambiguities and ABC has 

optimised the results. In the end, the parameter 

evaluation is done using Throughput, Bit Error 

Rate, Energy Consumption and Packet delivery 

ratio. 

Below are the steps taken for the implementation 

of the work:   

Step: 1 Start 

Step: 2 Deploy MANET with width 

and height. 

Step: 3 Initialise the nodes within 

network. 

Step: 4 Find source to destination 

from the nodes. 

Step: 5 Define the coverage set of 

each node including source 

and destination. 

Step: 6 Discover route from source 

node to destination node using 

LSR routing protocol. 
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Step: 7 Set the fuzzy rule set in the MANET. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Proposed work flowchart 

Step: 8 Evaluate parameters i.e. Throughput, Bit 

Error Rate, Energy Consumption and Packet 

delivery ratio. 

Step: 9 Analyze the parameters and if needed 

then use optimization. 

Step: 10 Find gray hole node using optimization 

with ABC technique. 

Step: 11 If a malicious node is node is 

detected, then fuzzy logic mechanism is 

activated by setting the node against malicious 

node. The fuzzy mechanism changes the path of 

Start 

Initialise MANET 

𝑆 =  𝑆𝑜𝑢𝑟𝑐𝑒 𝑁𝑜𝑑𝑒;                    𝐷 =  𝐷𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛; 
𝑃 =  𝑃𝑎𝑡; 
𝐼𝑛𝑖𝑡𝑖𝑎𝑙𝑖𝑧𝑒  

𝐼𝑓 (𝑃𝑎𝑐𝑘𝑒𝑡. 𝑐𝑜𝑢𝑛𝑡. 𝑣𝑎𝑙𝑢𝑒 >= 𝐹𝑢𝑧𝑧𝑦. 𝑃𝑎𝑐𝑘𝑒𝑡. 𝑐𝑜𝑢𝑛𝑡) 
{𝑡𝑟𝑎𝑛𝑠𝑓𝑒𝑟 ();  𝑁𝑜 𝑖𝑛𝑡𝑟𝑢𝑠𝑖𝑜𝑛 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑 ; } 

𝑒𝑙𝑠𝑒 

𝐹𝑜𝑟 (𝑗 = 1: 𝑁)      𝑤𝑒𝑟𝑒 𝑁 =  𝑛𝑜. 𝑜𝑓 𝑟𝑜𝑢𝑛𝑑𝑠 
(𝑒 =  𝑓𝑖𝑛𝑑. 𝑟𝑜𝑢𝑡𝑒. 𝐴𝑑𝑑𝑟𝑒𝑠𝑠( ); 

𝐼𝑓( 𝑒. 𝑣𝑣𝑎𝑙𝑢𝑒. 𝑒1 >=  𝑓𝑢𝑧𝑧𝑦 . 𝑚𝑒𝑚𝑏𝑒𝑟𝑠𝑖𝑝. 𝑉𝑎𝑙𝑢𝑒) 
{ 

𝑆𝑢𝑠𝑝𝑒𝑐𝑡𝑒𝑑_𝑛𝑜𝑑𝑒[𝑠]  =  𝑁𝑜𝑑𝑒. 𝑒; 

} 

𝐼𝑛𝑖𝑡𝑖𝑎𝑡𝑒 𝑑𝑎𝑡𝑎 𝑡𝑟𝑎𝑛𝑠𝑓𝑒𝑟; 
𝑃𝑎𝑐𝑘𝑒𝑡. 𝑑𝑟𝑜𝑝 = 𝑜; 

𝐼𝑓(𝑑𝑟𝑜𝑝 > 𝑜) 
𝐼𝑑𝑒𝑛𝑡𝑖𝑓𝑦. 𝑁𝑜𝑑𝑒   ; 𝑏𝑙𝑜𝑐𝑘. , 𝑜𝑝𝑡𝑖𝑚𝑖𝑧𝑒 𝑖𝑡 𝑢𝑠𝑖𝑛𝑔 𝐴𝐵𝐶 

𝑎𝑐𝑐𝑜𝑟𝑑𝑖𝑛𝑔 𝑡𝑜 𝑜𝑏𝑗𝑒𝑐𝑡𝑖𝑣𝑒 𝑓𝑢𝑛𝑐𝑡𝑖𝑜𝑛 

Stop 
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data packet once the malicious node is detected; 

this is done by OLSR which modifies the path in 

order to provide secure data communication. In 

the end, ABC will classify between the gray hole 

nodes. 

Step: 12 Again, evaluate parameters i.e. 

Throughput, Bit Error Rate, Energy 

Consumption and Packet delivery ratio 

Step: 13 End 

4. Simulation Results 

The whole simulation is being done in 

MATLAB using various parameters as defined 

below: 

i. Throughput 

Throughput is defined as the total number of 

packets transmitted n the whole simulation time. 

Mathematically, it is defined as: 

Throughput=   
 𝑃𝑎𝑐𝑘𝑡𝑠𝑠𝑒𝑛𝑡

𝑇𝑜𝑡𝑎𝑙𝑑𝑎𝑡𝑎𝑝𝑎𝑐𝑘𝑒𝑡𝑠
 

ii. Bit Error rate  

Bit Error rate (BER) is defined as the number of 

bits per unit time. It is the division of bit errors 

by the total number of transferred bits during 

time interval.  It is often defined in the form of 

percentage and it is a measure of unit less 

performance. 

iii. Energy Consumption 

Energy consumption is the defined as the total 

amount of energy being consumed by each node 

in MANET at different network layers. It is 

obtained by energy consumed summation in 

every operation mode during simulation time. It 

is defined mathematically as below: 

𝐸𝑛𝑒𝑟𝑔𝑦 𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛

=  (𝐸𝑛𝑒𝑟𝑔𝑦_𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑_𝑏𝑦_𝑛𝑜𝑑𝑒(𝑖))

𝑛−1

𝑖=0

 

iv. Packet Delivery Ratio 

Packet Delivery Ratio (PDR) is the ratio among 

the number of packets transferred by a traffic 

source and the number of packets being received 

by a traffic sink. It calculated the loss rate as 

seen by transport protocols and as such, it 

characterized correctness as well as efficiency. 

PDR is defined as the ratio of the data packets 

anticipated by the destination for those produced 

vua different sources. Mathematically, it is 

defined as: 

𝑃𝐷𝑅 =  𝑆1 ÷ 𝑆2 

Where, 𝑆1 is the sum of data packages being 

received by the every specific destination and 𝑆2 

is the sum of data packages that are produced by 

each single source. 

Table 1: Parameter values with and without Optimization 

Parameters Without Optimization With Optimization 

Throughput 72.4 96.6 

Packet Delivery Ratio 91.7 94.3 

-Bit Error Rate 16.8 7.3 

Energy Consumption 54.4 28.4 
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Above table is describing the values of 

parameters, namely, Throughput, Packet 

Delivery ratio, Bit error rate and energy 

consumption. These values are obtained as per 

the rounds taken. The values for various 

parameters have been taken for with and without 

optimization. 

 

Table 2: Throughput with and without Optimization 

THROUGHPUT 

Number of rounds Without Optimization With Optimization 

1 72.4 96.6 

2 71.9 98.4 

3 68.47 94.5 

4 74.6 96.2 

5 73.5 97.3 

 

Figure 3: Throughput Comparison 

Above figure describes the graph obtained for 

throughput with respect to number of rounds. In 

the graph, five rounds as shown in the X-axis 

have been taken for execution of proposed work 

and Y-axis is showing throughput. The average 

value for throughput is 72.174 in case of without 

optimization and 96.6 is the average value taken 

for with optimization. Therefore, it is clear from 

the result that in case of with optimization, the 

value of throughout is better.  

Table 3: Packet Delivery Ratio with and without Optimization 

PACKET DELIVERY RATIO 

Number of rounds Without Optimization With Optimization 
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1 91.7 94.3 

2 89.3 92.5 

3 90.5 93.4 

4 91.5 92.7 

5 92.7 94.2 

 

 

Figure 4: Packet Deliver Ratio Comparison 

Above diagram shows the graph of packet 

delivery ratio for with and without optimization. 

It is defined as the ratio of data packets expected 

by the generated through sources. X-axis is 

defining the number of rounds taken and Y-axis 

is defining the packet delivery ratio. Red line is 

defining PDR for with optimization and blue 

line is defining the results obtained for without 

optimization. The average value of PDR for 

without optimization is 93.4 and for with 

optimization, the average value is 91.14. 

 

Table 4: Bit Error Rate with and without Optimization 

BIT ERROR RATE 

Number of rounds Without Optimization With Optimization 

1 16.8 7.3 

2 15.7 6.9 

3 14.9 7.1 

4 16.2 6.7 

5 16.5 7.2 
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Figure 5: Bit Error Rate Comparison  

In the above figure, the graph of Bit Error Rate 

(BER) is shown for with and without 

optimization. X-axis is defining the number of 

rounds taken and Y-axis is defining bit error 

rate. Blue line is defining the results for without 

Optimization and red line is for with 

optimization. The average value of Bit Error 

Rate for without optimization is 16.02 and for 

with optimization, the average value is 7.04. It 

can be seen from the graph that the result value 

of BER has been improved after applying ABC 

optimization algorithm. 

Table 5: Energy Consumption with and without Optimization 

ENERGY CONSUMPTION 

Number of rounds Without Optimization With Optimization 

1 54.4 28.4 

2 52.6 27.5 

3 53.5 28.1 

4 54.2 26.9 

5 53.8 27.9 
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Figure 6: Energy Consumption Comparison  

Above graph is for energy consumption for with 

and without optimization. Consumption of nodes 

wisely and effectively is considered as one of 

the important feature. As wireless sensor nodes 

are prepared with non-chargeable batteries by 

inadequate energy supply, a sensor network 

cannot works well after a fraction of nodes run 

out of energy. In the graph above, it is being 

concluded that in case of with optimization, the 

energy consumption is less while in case of 

without optimization, energy consumption is 

more. The average for Energy consumption with 

respect to without optimization is 53.7 and in 

case of with optimization, the average for energy 

consumption is 27.6.  

5. Conclusion 

In this proposed work, we have analyzed the 

effect of Gray hole attack in the performance of 

OLSR routing protocol. This routing protocol 

set route based on demand for analyzing the 

attacker, and for that Fuzzy Logic is used as a 

classifier. It works on the basis of rule sets 

which can help to find whether the attack is 

present or not. Through fuzzy logic technique, 

the rules are being set as per OLSR routing 

protocol. The simulation has been executed 

using the MATLAB. The simulation results has 

shown that when the gray hole node exists in the 

network, the performance of the network is 

being affected and decreased and can be 

optimized by using ABC algorithm with fuzzy 

rule sets.  A hypothetical network was 

constructed for the simulation purpose and then 

monitored for number of parameters. We 

simulate our model for various nodes. Initial 

position for the node is specified in a movement 

scenario file created for the simulation using a 

MATLAB. The nodes move randomly among 

the simulation area. So, the detection and 

prevention of gray hole attack in the network 

exists as a challenging task. In proposed work, 

throughput (more than 96%) and packet delivery 

ratio (more than 94%) values have been 

increased when Optimization is being used 

while bit error rate and energy consumption are 

decreased in the case of with optimization. 

In future work, we can design and implement 

Mobile Ad-hoc Networks in OLSR protocol 

with neural network classifier using the hybrid 

optimization for detection and prevention form 

different types of attackers. Neural networks, 

with their remarkable ability to derive meaning 

from complicated or imprecise data, can be used 

to extract patterns and detect trends that are too 

complex to be noticed by either humans or other 

computer techniques. When the route is 
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classified using neural network, the attack can 

be accurately detected so that more appropriate 

performance can be achieved. 
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