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Abstract- VANET is one of the most promising and emerging field of technology aimed at 

simplifying the existing complexities of network traffic. VANET is successful in reducing traffic 

congestion and improving the safety of the roads. VANET effortlessly integrates the signature 

capabilities of ad-hoc network, cellular network and LAN technology to achieve inter-vehicle 

communication throughout the network. However VANET is under constant threat from within 

and outside the network. One such threat is in the form of an attack called as the black hole attack 

in which the malicious nodes tend to discard the packets arriving from other nodes and render the 

entire network traffic useless due to lack of communication within the network road side unit and 

vehicles. In this paper, we try to study the pattern of a black hole attack and how it modifies a 

network in accordance with its successful execution.  
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1. Introduction 

The Vehicular ad-hoc network (VANET) falls 

under the category of wireless networks which 

supports vast number of mobile nodes or 

vehicles on the road. VANET aims at 

transmitting crucial information regarding road 

and network traffic conditions and other crucial 

information pertaining to the network on timely 

basis. It thrives to improve the existing safety 

standards and efficiency of the network. There 

are two types of communication channel in 

VANET [1]: 

1. Vehicle to Roadside communication: 

Communication is established between 

vehicles and roadside units which fall 

within the range of vehicles. 

2. Vehicle to Vehicle communication: 

Communication is established between  

 

 

 

 

 

vehicles available in the network coverage 

region. 

As in Fig. 1, vehicle X supposedly malicious in 

nature tries to misguide vehicle A by 

transmitting a message of an accident at a 

location Y ahead somewhere in the network. 

Henceforth, vehicle X advises vehicle A to take 

another route or exit the main road. In the same 

way, vehicle X might not transmit emergency 

or priority messages sent to it by vehicle B to 

vehicle A. But as far as security is concerned 

VANET is similar to other ad-hoc technologies 

and is under serious threat because of its very 

nature of open access. It strives and calls for 

strong and secure architecture designs 

especially in the case where VANET caters 

services to millions of cars on worldwide 

network.  
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Figure 1: VANET under attack scenario 
 

VANET enjoys significant benefits from other 

contemporary ad-hoc technologies as it has no 

restrictions as far as energy requirement is 

concerned. As we know, Ad-hoc technologies 

faces energy consumption problem and 

maximum emphasis is laid towards reducing 

resource consumption. VANET is faced with 

an imminent threat in issues pertaining to 

privacy, data integrity and confidentiality [2]. 

Security of VANET is of utmost importance 

because of the nature of information that is 

processed and transmitted in an open access 

network. Data is at highest level of threat from 

malicious nodes and the attack initiated by such 

nodes. The success of the network lies in its 

ability to check and detect these attacks and the 

nodes that promulgate such attacks. These 

problems in VANET are difficult to solve due 

to the high speed of vehicles and the size of the 

network containing these vehicles in random.  

2. Related Work 

The solution suggested currently for such kind 

of attack includes designing protocols having 

more than one route to the destination but this 

exerts huge processing overload on the 

network. This can only be successful in case of 

higher end to end delay so as to find additional 

nodes or paths. Another solution suggested is 

use of packet sequence numbers in a packet 

header so that in case of packet loss, the packet 

sequence number can identify the destination. 

Hesham [3] has suggested dynamic key 

distribution protocol in public key approach 

that handles large number of keys and reduces 

the dependence on tamper proof hardware 

which performs cryptographic processes. 

Gazdar et al [4] have proposed an efficient 

dynamic cluster based architecture containing 

Public Key Infrastructure (PKI) for a trust 

based ad-hoc network. Trust values will be 

assigned to every vehicle, based on the values 

vehicles will have various roles as Registration 

Authority, Gateway, Member node and 

Certification Authority. Lu et al [5] have 

suggested an ID based authentication 

framework that uses self-defined pseudonyms 

in place of real world ID’s without 

compromising vehicle privacy. This enhances 

storage and communication overhead and 

processing time. Bhatia and Shah [6] have 

proposed a linear algebra based network 

coding to maximize the security and reliability 

functions over the network. But this approach 

faces high computational overhead. Venkata et 

al [7] have successfully studied the occurrence 

of black hole attack in an OLSR based ad-hoc 

technology but could not lead to a solution 

when more than one node attacks in collusion. 

Raya and Hubaux [8] have suggested the 

concept of Certification Authority generating, 

renewing and revoking certificates but it 

demanded for large infrastructure and multiple 

CA’s to govern the VANET. Tamilselvan and 

Sankarnarayanan [9] have suggested an 

enhancement to AODV protocol to avoid 

black hole attack called Secure Ad-on Demand 

Distance Vector (SAODV). In this approach 

the requesting node does not send the data 

packets to the RREP node at once and instead 

waits till the other node replies with next hop 

details from other neighbouring  nodes. Yin 

and Madria [10] have suggested a Hierarchical 

Secure Routing Protocol for early detection 

and mitigation of black hole attack. It 

discovers a safe route against the attack by 

using symmetry key cryptography. However 

sharing of key among multiple nodes of a 

network can compromise the safety and 

efficiency of the network especially when 

privacy is of utmost importance.   
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3. Routing in VANET 

VANET's are self-organizing communication 

networks consisting of vehicles moving at high 

speed. This kind of dynamic network requires 

efficient routing protocols. The way in which 

two communication entities exchange 

information is governed by a protocol 

.Protocol ensures the procedure for 

establishing a route, maintaining the route and 

procedures in case of route failure. Some of 

the routing protocols have been discussed 

below. 

3.1    Routing Protocols in VANET 

i. Destination Sequenced Distance 

Vectored Routing (DSDV) 

 

It is a proactive protocol that contains route to 

all the destinations prior to the requirement of 

the route. Each and every node maintains a 

routing table of its own consisting of next hop, 

cost metric towards each destination and a 

sequence number which is created by the 

destination itself. This table information is 

shared by each node in order to update the 

routing information of individual nodes in the 

network. A node shares its routing table from 

time to time or when new information is 

available regarding the same route. Whenever 

a node wants to send packet, it utilizes the 

routing table information. For each destination 

preferred, the node is aware of its neighbor 

which leads to the shortest path to the 

destination. DSDV proves to be an efficient 

protocol for route discovery as a route to a 

new destination already exists at source 

whenever required. Therefore latency for 

route discovery is quite low and loop free 

paths are guaranteed. 

 

ii. Open Link State Routing Protocol 

(OLSR) 
The link state strategy is followed in OLSR 

protocol. In this, a routing table maintains all 

the information about all possible routes to the 

existing nodes in the network. Whenever there 

occurs a change in the network topology, each 

node must relay its new updated information 

to some selective nodes, which again 

transmits this information to the other 

neighboring nodes. The nodes which are not 

in the selected list of nodes to which message 

is passed can just read and process the packet. 

 

iii. Ad Hoc on Demand Distance Vector 

(AODV) 
AODV protocol incurs low network 

overheads in networks involving high 

mobility of nodes as it reduces message 

flooding by minimizing the memory size. The 

size of the routing table is kept small as route 

table entries for active routes with next hop 

are maintained rather than the whole route. It 

can also cause large delay in route discovery 

as with the increase in number of nodes the 

bandwidth consumption for broadcasts also 

increases leading to packet lost problem. 

3.2 Path Dscovery in Network: Route 

Request (RREQ) and Route Reply (RREP) 

Packets 

Every node in a vehicular ad-hoc network 

consists of a routing table with entries 

pertaining to route information in order to 

reach other nodes within the network. Each 

routing table entry has destination address 

including the address of next hop in the path, a 

destination sequence number, a route neighbor 

list and an expiration time limit. Whenever a 

node tries to send data to another node in a 

network which is not in its routing table, a path 

discovery is initiated by broadcasting a 

ROUTE REQUEST (RREQ) packet [11] .It 

consists of a broadcast ID, source and 

destination sequence numbers, source and 

destination addresses and a hop count. Each 

RREQ packet is uniquely identified by source 

address and broadcast ID together. As soon as 

the RREQ packet is received at a node which 

does not match the destination address 

contained by the packet, the node drops the 

packet. The source node then checks its 

routing table to find if a valid route to 

destination exists. A route is deemed to be 

valid when the routing table entry's destination 

sequence number is larger than the one present 

in the RREQ packet. But if the routing table is 

devoid of a valid route, the node henceforth 

increments the hop count in the RREQ packet 

and again broadcasts it. When a valid route is 

contained by a node to its destination in its 

table it unicasts a ROUTE REPLY (RREP) 

message packet to the source node. The 

address of the node that directly sends a RREQ 
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packet is saved by the receiving node. This 

helps in developing a reverse route back so as 

to be used for sending RREP packet. The 

RREP packet consists of hop count, 

destination sequence number, source and 

destination addresses and expiration time. The 

source and destination is same as the source 

and destination of the RREQ packet. 

4. Black Hole Attack in 

VANET 

Black hole attack is one of the most serious 

threats in a Vehicular ad-hoc network as it 

creates an area from where the network traffic 

is redirected [7]. The name Black Hole attack 

is derived from the real universe phenomenon 

in which all objects and matter are swallowed. 

There appears to be no node where the entire 

traffic is redirected or the nodes residing in 

that particular area refuse to participate in the 

network by dropping the packets which is 

redirected towards it. 

 

Figure 2: Black Hole Attack in VANET 

To successfully execute a black hole attack, 

the malicious node waits for the neighbor 

nodes to transmit Route Request (RREQ) 

messages. When the attacker node receives the 

RREQ messages, instead of checking the 

routing table information, it immediately sends 

a false Route Reply (RREP) message 

advertising a route to destination from itself. 

For this purpose, it  itself assigns a high 

priority sequence number to place itself in the 

routing table of the victim node before other 

neighboring nodes send a legitimate RREP 

message. The victim node presumes that the 

discovery process is correctly executed and 

ignores other RREP messages and transmits 

packets through the malicious nodes.  

In  Fig. 2, malicious nodes refuse to transmit 

messages from nodes C and D to nodes Y and 

Z. These messages are prominent form of 

warning or alert in absence of which the 

vehicles Y and Z can incur significant 

damages in the network. 

Malicious nodes execute the attack on all 

RREQ messages in similar pattern and take 

control over all the routes. Therefore, this 

leads to forwarding of all packets to a point 

preferred by the malicious agents or they are 

not forwarded at all and dumped instead.  

Black hole attack can lead to cascading effect 

as it can cause series of other attacks bringing 

the entire network down. If the attacker node 

masquerades false RREP messages as if it 

comes from different victim node instead of 

itself, all subsequent messages will be 

forwarded towards the victim node. Thus, 

requiring the victim node to process all 

incoming messages and renders other nodes 

incapable from communicating with each 

other. This leads to jamming of the network 

and subjecting the node to sleep deprivation 

attack. A vital factor for successful execution 

of a black hole attack is the position of the 

malicious nodes in the network. The nodes 

must occupy the center position of the network 

so as to successfully redirect the packets at 

crucial time. 

4.1   Black Hole Attack in Ad hoc On-

Demand Distance Vector Routing (AODV) 

The course of a Black Hole attack in AODV 

protocol is described in this section. At first, 

the Route Request modification is examined. 

In this scenario, it is assumed that the attacker 

is within the transmission range of the source 

node that begins the route discovery. In the 

Fig. 3, the course of attack executes in 

following steps:    

i. Suppose that node A broadcasts a 

RREQ to establish a route to node Z 

and the attacker X is in the 

transmission range of A and receives 

the RREQ.  
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Figure 3: Route Request (RREQ) 

Modifications 

ii. The attacker node X modifies the 

RREQ by increasing the RREQ_ID by 

at least one and also by increasing the 

originator sequence number and the 

destination sequence number by at 

least one and broadcasts it to its 

neighbors.  

iii. As a result the neighbor nodes will 

accept the fake RREQ messages (due 

to new RREQ_ID) and they will 

update their next hop to the originating 

node as the attacking node.  

iv. When node A receives the modified 

RREQ it just drops it.  

v. When Z also receives the fake RREQ 

it updates its next hop to the one that it 

received the fake RREQ from and then 

updates its own sequence number to 

the destination sequence number in 

RREQ. 

vi. When Z transmits the RREP through 

the inverse path, it will contain the 

attacker node’s address. 

Another way for an attacker to invade routes is 

by manipulating Route Reply messages. 

However, the attacker node must already be 

present  in a reverse route involving a victim 

node so that it can be recipient of  a RREP 

message, or transmit a fake RREP through 

some other neighboring nodes.  Attackers can 

fake Route Replies to re-route the entire 

network traffic. It is assumed that the attacker 

node has already a route to both the originating 

and the destination nodes (Fig. 4(A)). The 

attacker can invade the route by sending a fake 

RREP message to the originating node. In Fig. 

4, course of a Black Hole Attack by reply 

manipulation is described wherein node 2 is 

assumed to be the attacking node, which has a 

defined route to nodes D and A. 

 

Figure 4: Route Invasion through fake Route 

Reply (RREP) message 

i. Node 2 can manipulate a RREP 

message by setting the originator IP 

address to the originating node (A), 

the destination IP address to 

destination node (node D), the 

destination sequence number to 

destination node's sequence number 

plus 1, the source IP address (in the IP 

header) to the attacking node (node 2) 

and the destination IP address (in the 

IP header) to one intermediate node 

(node B).  

ii. Node 2 then sends the fake RREP 

message to node B which forwards the 

faked RREP message to node A (Fig. 

4(b)).  

iii. When nodes A and B receive the fake 

RREP message, they will reset the 

sequence number of node D in their 

respective routing tables to the 

destination sequence number in the 

fake RREP message.  

iv. Node 0 will still use node 1 as the next 

hop to node 3, but node 1 will update 

node A as the next hop to node 3. 

Consequently, node 2 successfully 

becomes a part of the route from node 

0 to node 3 (Fig. 4(c)). 

4.2   Black Hole Attack Mechanism in Open 

Link State Routing (OLSR) Protocol 

The course of a Black Hole attack in OLSR 

protocol is described in this section. A node 
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acting as black hole initiates fake HELLO 

messages. In these messages, a malicious node 

claims to have route information to more 

neighbors than it actually has in possession. It 

induces a high degree of probability that this 

node is selected as a Multipoint Relay (MPR) 

node by its neighbor. Multipoint Relay Node 

does the job of relaying messages between 

nodes. They also have the main role in routing 

and selecting the proper route from any source 

to any desired destination node. 

 

 

Figure 5: Black Hole Attack in OLSR 

Routing Protocol 

The larger the number of neighbors the 

attacking node shares within the network, 

greater will be the impact of the attack. Due to 

the fake messages of the malicious node 

within the network neighborhood ,corrupted 

Topology Control (TC) messages with very 

few entries or  blank TC messages (due to an 

empty MPR selector set) are widely initiated 

throughout the network. Thus, the attacker is 

able to capture and control routes. Fig. 5 

shows steps involved in the execution of a 

Black Hole attack. 

i. This time node X has been corrupted 

and acts as black hole. This leads to 

some negative changes in the network. 

In this Fig. 5(a), Node G’s view of the 

network has been examined.  

ii. Major change observed is the fake 

Hello message of the black hole node. 

It contains nodes E, F, G, H and Q. 

This leads to Node G favoring and 

choosing only the black hole node X 

as MPR. 

iii. Since Node G does not select nodes F 

and H as MPRs, these send TC 

messages not involving Node G.  

iv. Subsequently, instead of sending data 

packets to nodes E and Q through 

nodes F and C respectively, node G 

tries to send these data packets 

through the malicious node X. 

v. Therefore, the black hole has gained 

control over the connections from G to 

E and Q. 

Figure 6: Simulation of VANET in MATLAB 

Fig. 6 depicts a vehicular ad-hoc network 

(VANET) scenario wherein the yellow nodes 

may be considered as nodes constantly moving 

within the network whereas the red dot depicts 

the static infrastructure that is the road side 

unit which is in constant communication with 

the network and its nodes. 

Figure 7: Simulation of Attack Scenario in 

VANET  

Fig. 7 depicts an attack scenario wherein a 

node or a group of nodes refuses to transmit 
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message packets from Roadside units to other 

vehicles within a network. The malicious 

nodes may redirect the packets to their 

preferred location or may discard them. As a 

result of which the legitimate nodes within a 

network may be devoid of emergency warning 

or alert messages or route path to their 

destinations. 

5. Conclusion and Future 

Scope 

The paper discusses about the course of a 

black hole attack in VANET. Although there 

are many framework solutions proposed and 

tested for mitigating and preventing black hole 

attack but lagging performance of the network 

has been a hindrance for the full-fledged 

implementation of such solutions. The 

problem also lies in the fact that each one of 

these solution suffers from time delay or 

network overhead due to cascading of 

computational overheads or flooding of 

numerous packets in the network. Some of the 

following aspects can be considered as a future 

area of research. 

i. Analysis and study of mobility pattern 

of vehicles for establishing a 

mechanism to distinctively 

differentiate normal vehicles from 

malicious vehicles in a network. This 

is very necessary to diminish the 

quantum of loss in case of breach of 

security in a network. 

ii. Determining a method to assign trust 

based score or values to each vehicle 

registered in a network. This can be 

employed to provide more reliability 

and credibility in the network based on 

the principle of non-repudiation. 

iii. Designing safety and security 

algorithms in the network based on 

minimal computational time and 

secure certificate distribution system 

to ensure robustness in the routing 

protocols of the network. 

iv. Designing secured communication 

protocol for effective and reliable 

vehicle to vehicle communication and 

giving the user access to internet for 

social network application. Security in 

this aspect invites highest priority. 
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